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INFORMATION SECURITY POLICY 
by Gilardoni S.p.A. a Socio Unico 

GILARDONI, a historic company among the world's leading manufacturers of X-ray and Ultrasound equipment, both in the 
Medical, Safety and Non-Destructive Testing fields, as well as OEM components, recognizes Information Security as an essential 
component for its competitiveness, reputation and reliability. 

The Board of Directors and the Management consider security an integral part of corporate governance and a key factor in 
relations with Customers, Partners, Suppliers and Stakeholders. 

GILARDONI has defined and adopted this Information Security Management System Policy, aware that effective control of IT 
risks and data protection contribute to business continuity, the quality of the products and services provided, and compliance 
with applicable regulatory requirements. 

The Information ISMS applies to all company activities, such as the design, production, marketing and assistance of medical 
equipment for diagnostic imaging and ionizing radiation treatments; Non-destructive testing equipment, safety control 
equipment, artistic control equipment. 

GILARDONI intends to protect its information — and that entrusted to it by third parties — through an integrated approach, 
aimed at balancing the acceptable risk and the expected level of security, in compliance with the expectations of the 
Stakeholders. 

Information Security Objectives Framework 

In a context of increasing digitalization, GILARDONI adopts a structured approach to security, based on risk assessment and 
the adoption of appropriate technical and organizational measures. Safety objectives include: 
 Establish and maintain a solid security governance framework: clear and documented identification of roles and 

responsibilities, definition of lines of authority and communication channels functional to safety management and 
organizational resilience. 

 Conduct regular risk assessments: perform regular analyses on vulnerabilities in your digital infrastructure, processes, and 
supply chain to identify emerging threats and weaknesses at an early stage. 

 Establish a comprehensive incident response plan: the organization has adopted an operational framework for incident 
management, which allows for a timely reaction to adverse events, supporting the continuity of services and the protection 
of the data involved. 

 Implement regular and structured training: all staff are involved in planned training courses, aimed at developing a culture 
of safety, strengthening risk awareness and disseminating defensive best practices. 

 Maintain supply chain security: through the selection of suppliers based on measurable security criteria, conducting audits 
and verifications, and integrating specific security contractual clauses. 

 Apply timely updates and patches: digital infrastructure and applications undergo a patch management process to 
effectively mitigate known vulnerabilities. 

 Actively monitor threats and disseminate relevant information: through the use of threat intelligence feeds and monitoring 
systems to detect threats in real time and support proactive actions, sharing internally, but also with its customers and 
stakeholders, the information necessary to raise the level of defence. 

 Strengthen network and endpoint security: through firewalls, IDS/IPS, antivirus and access control policies, as well as 
structured management of configurations and terminal devices; 

 Carry out regular security audits: the effectiveness of the security strategy is verified through periodic audits and controls, 
which include reviewing the governance framework, and verifying the controls implemented. In line with the PDCA (Plan-
Do-Check-Act) cycle, the Management annually defines specific, measurable objectives consistent with the company's 
objectives and the regulatory context. 

Compliance with Information Security and Data Protection regulations 
Compliance with industry regulations and the adoption of high safety standards are an integral part of the company's mission. 
Among the main references is Legislative Decree no. 138 of 4 September 2024, which implements Directive (EU) 2022/2555 
(NIS 2), introducing specific requirements regarding risk management, the liability of management bodies, supply chain 
protection and notification of significant incidents, and Regulation (EU) 2016/679 (GDPR), the Personal Data Protection Code 
(Legislative Decree 196/2003 as amended),  as well as by the other national and European provisions applicable to its sector of 
activity. 

The organization adopts an approach inspired by the principles of security and privacy by design and by default, with the aim 
of addressing the legal, technical and contractual aspects related to the processing of personal data and the protection of digital 
and physical infrastructures in a structured way. 
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Reference Standards 
The ISMS is based on internationally recognised standards. With this in mind, GILARDONI has implemented a Management 
System inspired by the following standards and voluntary references: 
•  ISO/IEC 27001 standard: international standard that defines the requirements for the implementation of an Information 

Security Management System (ISMS), aimed at protecting the confidentiality, integrity and availability of information, 
reducing the risks associated with internal and external threats, accidental or intentional, of a physical, logical or 
organizational nature. 

• Annex 1 to the ACN Determination and National Framework for Cybersecurity and Data Protection: represents the 
architecture for alignment with the requirements of the NIS 2 Directive and Legislative Decree 138/2024. The Framework 
makes it possible to structure the risk analysis, define technical and organizational measures, and assess the cyber maturity 
of the organization in a manner that complies with national regulatory expectations. 

• UNI/PdR 174: management system for cybersecurity and information security harmonized with the UNI CEI EN ISO/IEC 
27001 standard and the NIST CSF 2.0 Framework - Requirements 

• ISO/IEC 27002 standard: collection of controls and best practices aimed at supporting the concrete implementation of the 
requirements of the ISO/IEC 27001 standard. 

• ISO 31000 standard: international standard for risk management, used as a methodological reference for the analysis and 
assessment of risks related to information security and business continuity. 

Administrative and Management Bodies – Commitment and Responsibility 
 The commitment of the Administrative and Governing Bodies (the Board of Directors) is a central element for the 

effectiveness of the ISMS. In line with the provisions of current legislation, in particular Legislative Decree 138/2024 
(transposition of the NIS 2 Directive), these bodies are formally responsible for the strategic direction, supervision and 
effective implementation of security measures. In concrete terms, the Administrative and Governing Bodies undertake to: 

 Integrate the ISMS into the company culture and processes, establishing measurable objectives and policies consistent with 
the organizational context. 

 Define specific roles and responsibilities, so that each function involved has the necessary skills and authority. 
 Ensure the availability of the necessary resources, both human and economic and infrastructural, for the implementation and 

maintenance of the management system 
 Promote internal awareness, communicating the importance of information security and encouraging the active involvement 

of staff. 
 Constantly monitor the performance of the ISMS, analyzing data, indicators and audit results, in order to make evidence-

based decisions oriented towards continuous improvement. 

This commitment translates into a direct involvement of leadership in the governance of safety, ensuring alignment between 
corporate strategies, regulatory obligations and operational needs. 

Commitment to continuous improvement  
The Board of Directors periodically reviews the results achieved in relation to the objectives and policies established. These 
reviews include data analysis, internal audits, customer feedback, and other evaluations. Should opportunities for improvement 
emerge during monitoring, the organization undertakes to implement corrective measures and continuous improvement actions, 
in order to support the effective evolution of its Management System. The organization's leadership plays a key role in fostering 
a commitment to continuous improvement. This involvement can translate into the definition of clear objectives, the allocation 
of resources and the active support of improvement initiatives. 

Communication of the Policy and making available to interested parties  
The Board communicates and undertakes to make this Policy understood and implemented within the organization, as well as 
to interns, collaborators, consultants and suppliers, with particular attention to anyone involved with information that falls within 
the scope of the ISMS. 

This Policy is also made available to external stakeholders, including competent authorities and certification bodies, upon 
request through the appropriate corporate channels, as well as published on the corporate website. 

Through the implementation of this Policy, GILARDONI intends to consolidate its commitment to compliance with the 
requirements of the ISO/IEC 27001:2022 standard as well as operational and organizational alignment with the provisions of 
Legislative Decree 138/2024 (transposition of the NIS 2 Directive). 

The Policy will be reviewed periodically to verify its continued suitability and ability to meet the needs of Customers and 
interested parties. 

 

 

Mandello Del Lario, 14 november 2025 Marco Taccani Gilardoni 
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